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In the contemporary landscape of global security, the mastery of the information environment has become as 

critical as dominance in the physical domains of air, land, sea, and space. The North Atlantic Treaty Organization 

(NATO) has long recognized this shift, formalizing its approach through a series of Allied Joint Publications (AJPs). 

Specifically, AJP-3.10 (Allied Joint Doctrine for Information Operations) and its successor, AJP-10.1, serve as

the cornerstone for how alliance forces integrate information-related capabilities to achieve decisive effects. This

article provides a technical, in-depth analysis of these doctrines, their theoretical frameworks, and the practical

implementation of Information Operations (Info Ops) in multi-domain environments.

The Conceptual Evolution: From AJP-3.10 to AJP-10.1

The transition from AJP-3.10 to AJP-10.1 represents more than a simple renumbering; it signifies a fundamental 

shift in NATO's strategic philosophy. Historically, Info Ops was viewed as a support function—a set of tools used to 

bolster traditional kinetic operations. However, under the newer AJP-10 (Allied Joint Doctrine for Strategic 

Communications)framework, Info Ops has been repositioned as a staff function responsible for the horizontal

integration of all information-related activities.

The Strategic Communications (StratCom) Umbrella

NATO defines Strategic Communicationsas the orchestrated use of alliance communication activities and

capabilities—Public Affairs, Information Operations, and Psychological Operations—in support of alliance policies,

operations, and objectives. In this hierarchy, AJP-10 provides the over-arching philosophy, while AJP-10.1 (formerly

AJP-3.10) provides the functional execution guidance. The goal is to ensure that every action taken by the military

force sends a message that is consistent with the political objectives of the alliance.

Theoretical Framework: The Information Environment

To understand AJP-3.10, one must first grasp the concept of the Information Environment (IE). The IE is the

aggregate of individuals, organizations, and systems that collect, process, disseminate, or act on information.

NATO doctrine divides the IE into three interrelated dimensions:

•  The Physical Dimension: Comprises the tangible infrastructure, hardware, and personnel. This includes 

command and control (C2) nodes, broadcast stations, fiber-optic cables, and the human beings who operate them.

•  The Information Dimension: Focuses on the content and flow of information itself. It is where data is created, 

manipulated, and stored. Technical metrics such as bandwidth, encryption strength, and data integrity reside here.

•  The Cognitive Dimension: This is the most critical and complex dimension. It encompasses the minds of those 

who transmit, receive, and respond to information. It involves perceptions, emotions, belief systems, and decision-

making processes.

The Effects-Based Approach to Operations (EBAO)

As noted in the AJP-01 (Allied Joint Doctrine), NATO employs an effects-based approach. In the context of Info 



Ops, this means that the focus is not merely on the delivery of a message (output) but on the behavioral change or 

perceptual shift(outcome) triggered by that message. For example, an Info Ops campaign targeting an adversary

commander aims to create a cognitive effect—indecision or fear—that results in a physical effect—the halting of an

advance.

Technical Analysis of Information Related Capabilities (IRCs)

AJP-3.10 and AJP-10.1 do not operate in isolation. They integrate a variety of technical and specialized 

capabilities, known as Information Related Capabilities (IRCs). These are the tools used by the Info Ops staff to

affect the IE.



Capability Doctrine Reference Primary Objective Technical Focus

Psychological Operations 
(PSYOPS)

AJP-3.10.1 Influence perceptions and 
behavior of Target 
Audiences (TA).

Target Audience Analysis 
(TAA), dissemination 
platforms.

Cyberspace Operations AJP-3.20 Preserve freedom of action 
in cyberspace while 
denying it to adversaries.

Network defense, 
exploitation, and technical 
disruption.

Operations Security 
(OPSEC)

AJP-3.10 / AJP-10.1 Protect sensitive 
information from adversary 
observation.

Signature management 
and vulnerability 
assessment.

Military Deception 
(MILDEC)

AJP-3.10 / AJP-10.1 Mislead adversary decision-
makers.

Feedback loops and 
perception management.

Electronic Warfare (EW) AJP-3.6 Control the 
electromagnetic spectrum.

Jamming, spectrum 
management, and signal 
intelligence.

Civil-Military Cooperation 
(CIMIC)

AJP-3.19 Coordinate with non-
military actors.

Social mapping and 
community engagement.

1. Psychological Operations (PSYOPS)

According to MC 0422/6 (NATO Military Policy on Information Operations), PSYOPS are planned activities

using methods of communication and other measures directed at approved audiences in order to influence

perceptions, attitudes, and behavior. PSYOPS are categorized into three levels:

1.  Strategic PSYOPS: Long-term activities conducted at the highest levels of government to influence global or 

regional populations.

2.  Crisis Response PSYOPS: Targeted at specific actors during a burgeoning conflict to de-escalate or deter 

aggression.

3.  Combat PSYOPS: Tactical activities used in the battlespace to induce surrender or reduce the combat 

effectiveness of enemy forces.

2. Cyberspace Operations

AJP-3.20 establishes that cyberspace is a domain of operations just like land or sea. Info Ops personnel must

coordinate closely with cyber teams because most information today is mediated through digital networks. The

technical integration involves ensuring that a PSYOPS message delivered via social media (Cyber) is synchronized

with a physical leaflet drop (Air) and a diplomatic statement (StratCom).

The Info Ops Planning Process: Technical Workflows

The execution of Info Ops follows the Joint Operational Planning Process (JOPP). However, it adds specific

layers of complexity regarding audience analysis and measure of effectiveness (MOE).

Step-by-Step Execution Workflow

1.  Information Environment Analysis (IEA): The staff conducts a deep dive into the IE. This includes identifying 

key influencers, media consumption habits of the target audience, and the technical infrastructure of the 

adversary's C2.



2.  Target Audience Analysis (TAA): This is the "engineering" of human behavior. Analysts use the SCAME 

model (Source, Content, Audience, Media, Effects) to determine how a specific group will react to certain stimuli.

3.  Objective Setting: Objectives must be SMART (Specific, Measurable, Achievable, Relevant, Time-bound). 

Example: "Reduce the recruitment rate of Insurgent Group X in Province Y by 15% within six months."

4.  Capability Integration: The Info Ops cell determines which IRCs are best suited for the objective. This is 

where the Horizontal Integration mentioned in AJP-10.1 occurs.

5.  Execution & Synchronization: Activities are placed on a Synchronization Matrix to ensure that the kinetic 

actions (e.g., an airstrike) do not contradict the information narrative (e.g., a message of peace).

Mathematical Models for Assessment

Assessment is the most mathematically rigorous part of Info Ops. It relies on two primary metrics:

•  Measures of Performance (MOP): These track the outputs. Formula: MOP = (Actual Dissemination / Planned 

Dissemination) * 100. Did we broadcast the radio message as planned?

•  Measures of Effectiveness (MOE): These track the outcomes. This often requires statistical sampling or 

sentiment analysis. Formula: MOE = 9B�&V†�vior / Time. Did the target audience's behavior actually change after the 

broadcast?

Comparison: AJP-3.10 vs. AJP-10.1

The following table illustrates the shift in doctrinal focus between the legacy 3.10 version and the modernized 10.1

standard.



Feature AJP-3.10 (Legacy) AJP-10.1 (Modern)

Primary Role Coordinating Information-Related 
Capabilities.

Horizontal integration function for the 
Commander.

Relationship to StratCom Independent or loosely aligned. Directly subordinate to the StratCom 
framework.

Operational Focus De-conflicting IRCs. Creating cognitive effects and 
Information Advantage.

Technological Integration Traditional media focus. Emphasis on Cyber, Social Media, 
and Big Data.

Staff Structure Info Ops Cell as a silo. Integrated into all phases of JOPP.

Practical Implementation: Case Study of a Crisis Response

Consider a hypothetical NATO intervention in a regional conflict. The mission's goal is to protect a civilian 

population from an aggressive non-state actor. Following AJP-10.1, the Info Ops implementation would look as

follows:

Phase 1: Preparation

The IEA reveals that the adversary relies on a specific encrypted messaging app for recruitment. The Info Ops cell 

coordinates with Cyberspace Operations (AJP-3.20) to identify nodes and with PSYOPS (AJP-3.10.1)to develop

counter-narratives that highlight the adversary's failures.

Phase 2: Execution

As NATO forces deploy, Public Affairs (working under the AJP-10 StratCom umbrella) issues transparent reports 

on the mission's humanitarian nature. Simultaneously, Military Deception (MILDEC)units create digital signatures

suggesting a landing in Sector A, while the actual force arrives in Sector B. This forces the adversary to misallocate

resources, achieving a cognitive effect (confusion) through physical and information means.

Phase 3: Assessment & Termination

Using data analytics, the staff monitors social media sentiment and defection rates. If the MOEs indicate that the 

adversary's morale is high despite the operations, the Info Ops cell pivots the strategy, perhaps increasing the 

intensity of Electronic Warfare (EW) to disrupt the adversary's ability to receive propaganda.

Operational Challenges and Troubleshooting

Despite the structured nature of Allied Joint Doctrine, several failure modes are common in Info Ops:

•  Narrative Inconsistency: When the actions of a single soldier on the ground (captured on a smartphone) 

contradict the high-level StratCom message. Solution: Robust pre-deployment training and strict adherence to the 

Commander's Intent.

•  Lagging MOEs: Cognitive change takes time. Measuring success too early can lead to the false conclusion 

that a campaign is failing. Solution: Longitudinal study designs and qualitative indicators.

•  Legal Constraints: NATO forces must operate within the Law of Armed Conflict (LOAC). PSYOPS cannot 

involve prohibited forms of coercion or misinformation that violates international law. Solution: Legal Advisor 



(LEGAD) integration in the Info Ops cell.

The Future of Information Operations: Cognitive Warfare

As we look beyond AJP-10.1, the alliance is moving toward the concept of Cognitive Warfare. This treats the 

human brain as a specific domain of warfare. Future iterations of doctrine will likely focus on Artificial Intelligence 

(AI) for real-time TAA and the use of deep-fake detection as a defensive IRC. The core principles of AJP-3.10—

integration, synchronization, and an effects-based mindset—remain valid, but the speed and scale of the

information environment continue to expand exponentially.

Ultimately, the effectiveness of NATO's Allied Joint Doctrine for Information Operations depends on the ability of

staff officers to think beyond the kinetic. By mastering the nuances of AJP-10.1, commanders can ensure that they

do not just win the battle of the bullets, but also the battle of the narratives, securing a lasting and stable peace in

an increasingly complex world.
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