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In the modern industrial landscape, the complexity of process control systems has grown exponentially. As facilities 

transition from traditional hard-wired annunciator panels to sophisticated Distributed Control Systems (DCS) and 

Supervisory Control and Data Acquisition (SCADA) environments, the volume of data available to operators has 

surged. However, this data abundance brings a critical challenge: the alarm flood. When an industrial process 

deviates from its normal operating envelope, the sheer number of alarms generated can overwhelm human 

operators, leading to delayed responses, compromised safety, and significant financial losses. This is where Alarm 

Management, particularly through specialized solutions like PAS PlantState Integrity™ (PSI), becomes

indispensable.

The Evolution and Necessity of Alarm Management

Historically, an alarm was a physical light or a buzzer on a panel. Due to the cost of wiring, only the most critical 

parameters were alarmed. In the digital age, creating an alarm costs virtually nothing in terms of hardware. This 

has led to the 'alarm everything' mentality. Research conducted by PAS (Plant Automation Services), a global

authority founded in 1993, indicates that an average operator in a poorly managed plant may face hundreds, if not

thousands, of alarms per day. This cognitive overload is a primary contributor to industrial accidents, including the

infamous incidents at Texas City and Milford Haven.

Alarm Management System (AMS) is defined as the continuous process of managing alarms to ensure they are 

relevant, timely, and actionable. It is not a one-time project but a lifecycle-based discipline. The industry standard, 

ISA 18.2 (and its international counterpart IEC 62682), provides the framework for this lifecycle, covering

everything from philosophy and design to monitoring and maintenance.

Core Concepts: The ISA 18.2 Alarm Lifecycle

Understanding the technical framework of alarm management requires a deep dive into the ISA 18.2 Alarm 

Lifecycle. This lifecycle serves as the foundation for the methodology described in The Alarm Management 

Handbook by Bill Hollifield and Eddie Habibi. The lifecycle consists of several integrated stages:

•  Philosophy: The creation of a document that defines the rules, responsibilities, and objectives for the alarm 

system.

•  Identification: Determining which process conditions require an alarm based on safety, environmental, or 

economic risks.

•  Rationalization: The process of reviewing every alarm to ensure it meets the criteria defined in the philosophy. 

This includes setting the priority, classification, and setpoints.

•  Detailed Design: Implementing the rationalized settings in the DCS, including advanced techniques like 

deadbands and delay times.

•  Implementation: Moving the settings into the live production environment and training operators.

•  Monitoring and Assessment: Continuous evaluation of the alarm system's performance against Key 



Performance Indicators (KPIs).

•  Management of Change (MOC): Ensuring any changes to the alarm system are documented and approved.

Technical Analysis: PAS PlantState Integrity™ Architecture

PAS PlantState Integrity™ (PSI) is a comprehensive software suite designed to automate and facilitate the ISA 

18.2 lifecycle. At its core, PSI acts as a bridge between the raw data generated by various control systems and the 

structured management required for operational excellence. The suite's architecture is built around a Master Alarm 

Database (MADB).

The Master Alarm Database (MADB)

The MADB serves as the 'single source of truth' for all alarm configurations. In a typical plant, alarm settings exist 

in the DCS, in P&amp;IDs, and in safety studies. Discrepancies between these sources are common and 

dangerous. The MADB in PlantState Suite (PSS)synchronizes these sources, allowing engineers to audit the live

DCS settings against the approved rationalized values. If a technician changes an alarm setpoint in the field without

authorization, the system flags the deviation immediately.

Alarm Mechanic™: Reducing Nuisance Alarms

One of the most technically advanced features within the PAS suite is Alarm Mechanic. This tool utilizes

proprietary algorithms to analyze historical alarm data and identify 'nuisance' alarms—those that trigger frequently

but do not require operator action. These typically include:

•  Chattering Alarms: Alarms that transition between the 'alarm' and 'normal' states multiple times in a short 

period (e.g., three times in one minute).

•  Fleeting Alarms: Alarms that exist for such a short duration that the operator cannot possibly react before they 

clear.

•  Stale Alarms: Alarms that remain in the active state for extended periods (often days or weeks), eventually 

being ignored by operators.

Alarm Mechanic calculates optimal settings for Deadbands and On-Delay/Off-Delaytimers. For example, by

applying a 1% deadband to a pressure sensor, the system ignores minor signal noise that would otherwise trigger

a chattering alarm.

Comparison: Traditional vs. Advanced Alarm Management

To understand the value proposition of a modern system like PAS PSI, consider the following comparison table

which highlights the differences between a reactive 'legacy' approach and a proactive 'managed' approach.



Feature/Metric Legacy (Reactive) System Advanced (PAS PSI) System

Alarm Philosophy Non-existent or poorly defined. Strictly defined and enforced via 
MADB.

Operator Loading High (50+ alarms per hour). Low (Target &lt; 6 alarms per hour per 
ISA 18.2).

Prioritization Most alarms set to 'High' by default. Evidence-based prioritization (Critical, 
High, Medium, Low).

Nuisance Alarms Accepted as 'part of the job'. Systematically eliminated via Alarm 
Mechanic.

Change Control Manual, often undocumented. Automated Audit and Enforce (MOC) 
workflows.

DCS Compatibility Limited to a single vendor. Multi-vendor support (Honeywell, 
Yokogawa, Emerson, etc.).

The Rationalization Process: Step-by-Step Technical Workflow

Rationalization is the most labor-intensive part of the alarm management lifecycle. Using PAS PlantState Suite, the

workflow follows a rigorous technical sequence:

1. Alarm Setpoint Optimization

Engineers evaluate the Safe Operating Limit (SOL)for a process variable. The alarm setpoint must be placed far

enough from the SOL to allow the operator time to take corrective action, but not so close to the normal operating

range that it causes frequent alarms. The formula for calculating the required operator response time is:

T_response = T_total - (T_process_lag + T_system_latency)

Where T_total is the time until the consequence occurs. If T_responseis less than 5 minutes, the alarm may need

to be automated or the setpoint moved.

2. Consequence and Priority Assignment

Every alarm must have a documented consequence of inaction. If there is no consequence, the alarm should be

removed. Priorities are assigned based on the severity of the consequence and the time available for response.

PAS recommends a priority distribution of:

•  Low: ~80% of alarms

•  Medium: ~15% of alarms

•  High: ~5% of alarms

•  Emergency/Critical: &lt; 1% of alarms

3. Documentation of Corrective Actions

A unique benefit of the PlantState Integrity™system is the ability to store the 'Operator Help' or 'Alarm Response

Manual' directly within the database. When an alarm occurs, the operator can click a button to see exactly what

caused the alarm, the potential consequences, and the step-by-step procedure to fix the issue. This reduces 'trial

and error' troubleshooting.



Technical Strategies for Nuisance Alarm Suppression

Nuisance alarms are the primary cause of operator 'alarm blindness.' PAS software utilizes several mathematical

models to suppress these alarms without compromising safety:

Delay Times (On-Delay and Off-Delay)

On-Delay: This requires the alarm condition to persist for a specific duration (e.g., 5 seconds) before the alarm is 

presented to the operator. This is highly effective for process variables that experience momentary spikes or 

electrical noise.Off-Delay:This keeps the alarm in the active state for a few seconds after the variable returns to

normal. This prevents 'chattering' at the setpoint boundary.

State-Based Alarming

Industrial processes often have different operating states (e.g., Startup, Shutdown, Maintenance, Full Production). 

An alarm that is critical during 'Full Production' (e.g., Low Flow) might be a nuisance during 'Shutdown' when 

pumps are intentionally turned off. PAS PSI supports Dynamic Alarming or State-Based Alarming, where alarm

setpoints or priorities automatically adjust based on the current state of the process, as read from the DCS.

Key Performance Indicators (KPIs) for Alarm Monitoring

To measure the success of an alarm management initiative, PAS leverages the metrics defined by the EEMUA 191

and ISA 18.2 standards. These metrics are automatically calculated by the PlantState Suite's reporting module:

•  Average Alarm Rate: The number of alarms per 10-minute interval. The target is &lt; 1.

•  Peak Alarm Rate: The maximum number of alarms in a 10-minute interval during a plant upset. The target is 

&lt; 10.

•  Alarm Flood Duration: The percentage of time the system is in an 'alarm flood' state (&gt;10 alarms in 10 

minutes). The target is &lt; 1%.

•  Top 10 Bad Actors: A list of the ten most frequent alarms. In most unmanaged plants, the top 10 alarms often 

account for 50% of the total alarm volume.

Case Study: Implementing PAS PSI in a Power Generation Facility

Consider a large-scale power plant experiencing an average of 1,200 alarms per operator per day. Using the PAS 

methodology, the facility underwent a comprehensive rationalization project. 

Phase 1: Benchmarking

The first month was spent using PSI to collect baseline data. The 'Top 10 Bad Actors' were identified, revealing that

three faulty sensors were responsible for 30% of all alarms. These were immediately scheduled for maintenance.

Phase 2: Rationalization

Using the Alarm Management Handbookas a guide, a team of process engineers and operators reviewed 5,000

alarm points. They discovered that 1,500 of these points had no documented operator action and were

subsequently disabled. Another 2,000 had their priorities downgraded from 'High' to 'Low'.

Phase 3: Setting Optimization

The Alarm Mechanictool was run on the remaining alarms. By applying 2-second on-delays and optimizing

deadbands based on signal noise analysis, fleeting alarms were reduced by 85%.

Results



After six months, the average alarm rate dropped to 140 alarms per operator per day—a decrease of nearly 90%.

More importantly, during a subsequent boiler trip (a major upset), the operator received only 12 critical alarms

instead of the usual 300, allowing for a much faster and safer recovery.

The Role of 'The Alarm Management Handbook'

No discussion on PAS or alarm management is complete without mentioning The Alarm Management Handbook 

by Hollifield and Habibi. Now in its second edition, this book is considered the definitive guide for engineers. It 

provides the 'why' and the 'how' behind the software. It emphasizes that while software like PAS PlantState 

Integrity™ provides the tools, the success of the system depends on Culture and Governance. A plant must move

away from a 'blame culture' and toward a 'learning culture' where every alarm is viewed as a valuable piece of

information that must be optimized for the operator's benefit.

Security and Integrity in Alarm Management

In the era of increasing cyber threats to critical infrastructure, the Integrity aspect of PAS PlantState Integrity™ is 

more relevant than ever. Alarm settings are not just operational parameters; they are safety boundaries. 

Unauthorized changes to these settings can be a precursor to a cyber-physical attack. PSI provides a robust audit 

trail, ensuring that every change to an alarm limit is tracked, timestamped, and attributed to a specific user. This 

aligns with the cybersecurity requirements of standards like IEC 62443.

Broader Implications for Plant Profitability

The impact of effective alarm management extends beyond safety. It directly affects the bottom line. When 

operators are not distracted by nuisance alarms, they can focus on Process Optimization—running the plant

closer to its limits to maximize yield and energy efficiency. Furthermore, reduced alarm loading decreases operator

fatigue, which leads to better decision-making and fewer human-error-related shutdowns. In the power and

processing industries, preventing just one unplanned trip can save hundreds of thousands, if not millions, of dollars.

As industrial systems continue to evolve with the integration of Artificial Intelligence and Machine Learning, the

data-rich environment provided by PAS PlantState Integrity™ will become the training ground for the next

generation of autonomous control systems. By establishing a solid foundation in alarm management today, facilities

are not only securing their current operations but also preparing for the future of digital transformation in industry.

The discipline of alarm management, supported by robust tools and the principles of the ISA 18.2 standard,

remains a cornerstone of operational excellence and safety in the modern world.
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