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The automotive industry is currently undergoing a paradigm shift, transitioning from traditional mechanical systems
to sophisticated software-defined vehicles (SDVs). This evolution integrates complex Electrical and Electronic (E/
E) systems, necessitating a rigorous framework to ensure the safety and security of passengers and road users.
Two pillars stand at the center of this engineering revolution: ISO 26262 (Functional Safety) and ISO/SAE 21434
(Cybersecurity Engineering). As vehicles become increasingly autonomous and connected, understanding the
technical nuances, procedural requirements, and the intersection of these two standards is paramount for senior
engineers and technical leads.

The Foundations of ISO 26262: Functional Safety for Road Vehicles

Originally published in 2011 and updated in 2018, ISO 26262is an adaptation of the broader IEC 61508 functional
safety standard, specifically tailored for the automotive sector. It addresses the hazards caused by the
malfunctioning behavior of E/E systems. The standard provides a comprehensive lifecycle approach, covering
management, development, production, operation, service, and decommissioning.

The 12 Parts of 1ISO 26262:2018

To achieve compliance, organizations must navigate the multi-part structure of the standard, which includes:

e Part 1: Vocabulary — Defines terms like 'Hazard', 'Risk’, and 'Safety Element out of Context' (SE00C).

¢ Part 2: Management of Functional Safety — Focuses on safety culture, quality management, and project-
specific safety management.

e Part 3: Concept Phase — Includes Hazard Analysis and Risk Assessment (HARA).

e Part 4: Product Development at the System Level — Defines technical safety requirements and system design.

e Part 5: Product Development at the Hardware Level — Addresses random hardware failures and architectural
metrics.

e Part 6: Product Development at the Software Level — Focuses on software safety requirements and
verification.

e Part 7: Production, Operation, Service, and Decommissioning — Ensures safety is maintained after the
development phase.

¢ Part 8: Supporting Processes — Documentation, configuration management, and tool qualification.

e Part 9: Automotive Safety Integrity Level (ASIL)-oriented and Safety-oriented Analyses.

e Part 10: Guideline on ISO 26262.

e Part 11: Guideline on Application of ISO 26262 to Semiconductors.
Part 12: Adaptation of ISO 26262 for Motorcycles.

Technical Deep Dive: Hazard Analysis and Risk Assessment (HARA)

The HARA process is the cornerstone of the ISO 26262 concept phase. It identifies potential malfunctions that
could lead to hazardous events and assesses the risks associated with those events. The output of HARA is the
Automotive Safety Integrity Level (ASIL), which dictates the level of rigor required during development.



ASIL Determination Methodology

ASIL is determined by three key factors: Severity (S), Probability of Exposure (E), and Controllability (C). The
standard uses a qualitative scale to evaluate these components:



Parameter Classification Description

Severity (S) SO0to S3 Measures the potential harm to
people (S3 is life-threatening or fatal).

Exposure (E) EO to E4 The probability of the vehicle being in
the operational situation (E4 is high
probability).

Controllability (C) COto C3 The ability of the driver or others to

avoid harm (C3 is difficult to control/
uncontrollable).

The mathematical logic for ASIL classification follows a matrix where ASIL D represents the highest risk (requiring
the most stringent safety measures) and QM (Quality Management)indicates that the risk is below the threshold
of functional safety requirements but should follow standard quality processes.

ASIL Classification Matrix



Severity Exposure C1 (Controllable) C2 (Normal) C3 (Uncontrollable)

S1 E4 QM ASIL A ASIL B
S2 E4 ASIL A ASIL B ASIL C
S3 E4 ASIL B ASIL C ASIL D

The Role of SAE J2980 in Controllability Evaluation

As noted in recent technical studies, evaluating 'Controllability’ is often the most subjective part of HARA. SAE
J2980(Considerations for 1ISO 26262 ASIL Hazard Classification) provides additional guidance to reduce this
subjectivity. For instance, in motorcycle applications (ISO 26262-12), controllability evaluations often involve expert
riders using test tracks to determine if a malfunction (like unintended acceleration) can be mitigated by professional
skill levels, which then scales down for the average consumer.

Integration of Cybersecurity: ISO/SAE 21434

Functional safety cannot exist without Cybersecurity. If a malicious actor can gain access to an E/E system, they
can induce the very failures that ISO 26262 is designed to prevent. ISO/SAE 21434provides the framework for
cybersecurity engineering in road vehicles. It focuses on the identification of threats, assessment of risks, and the
implementation of security measures to protect the vehicle's integrity, availability, and confidentiality.

TARA: The Cybersecurity Counterpart to HARA

While ISO 26262 uses HARA, ISO/SAE 21434 utilizes Threat Analysis and Risk Assessment (TARA). TARA
evaluates the feasibility of an attack and the impact it would have on the vehicle and its users. The goal is to
determine the Cybersecurity Assurance Level (CAL).

Comparison: HARA vs. TARA



Feature ISO 26262 (HARA) ISO/SAE 21434 (TARA)

Focus System Malfunctions (Accidental) Intentional Attacks (Malicious)
Risk Metric ASIL (A to D) Impact Levels / Feasibility
Trigger Random/Systematic Faults Vulnerabilities and Threats
Objective Safe State Secure State

Technical Mechanics of ISO 26262 Software Development

Part 6 of ISO 26262 details the requirements for software development. At high ASIL levels (C and D), the standard
mandates specific architectural principles to ensure freedom from interference.

1. Software Partitioning and Spatial Separation

When software components with different ASIL levels reside on the same microcontroller, the failure of a lower-
ASIL component must not affect a higher-ASIL component. This is achieved through Memory Protection Units
(MPUs) that enforce hardware-based boundaries, preventing unauthorized memory access.

2. Temporal Separation

To prevent a task from hogging CPU resources (denial of service), engineers implement watchdog timersand
deterministic scheduling algorithms. If a critical task does not execute within its allocated time window, the system
must trigger a safety reaction, such as a graceful shutdown or a transition to a limp-home mode.

3. Error Detection and Correction (EDC)

In high-reliability hardware, ECC (Error Correction Code) RAM is used to detect and correct single-bit flips

caused by cosmic radiation or electromagnetic interference. ISO 26262 requires quantitative analysis, such as the
Probabilistic Metric for random Hardware Failures (PMHF), to prove that the probability of failure is within
acceptable limits (e.g., &lt; 107-8 per hour for ASIL D).

The V-Model Workflow for Safety and Security Integration

Both standards advocate for a V-Modelapproach to development. This ensures that every requirement is traceable
to a specific test case.

Requirement Specification: Define Safety and Security Goals.

System Architecture: Design the layout of ECUs, buses (CAN, Automotive Ethernet), and software stacks.
Component Implementation: Writing code according to MISRA C/C++ guidelines to minimize vulnerabilities.
Verification and Validation (V&V):
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Unit Testing: Testing individual functions.
5. Integration Testing: Ensuring components interact correctly.
6. Fault Injection Testing: Deliberately introducing errors (e.g., shorting a sensor wire) to see if the system
detects the fault and moves to a safe state.
7. Penetration Testing: Attempting to breach the system's security layers.

Case Study: Functional Safety in a Hybrid Electric Vehicle (HEV)



Consider the Battery Management System (BMS)of a hybrid vehicle. A critical hazard identified in HARA might
be "Overcharging leading to thermal runaway."

e ASIL Determination: Severity S3 (Fire/Explosion), Exposure E4 (Frequent high-voltage state), Controllability
C3 (Driver cannot stop chemical fire). Result: ASIL D.

» Safety Goal: Prevent battery overcharging.

« Technical Safety Requirement: Implement an independent hardware cut-off circuit that triggers if voltage
exceeds 4.2V per cell.

» Software Requirement: The BMS software must monitor voltage sensors and communicate with the inverter
to stop current flow if thresholds are reached.

e Security Integration: The communication between the BMS and the Charging Station must be encrypted (ISO/
SAE 21434) to prevent a hacker from spoofing a "low battery" signal to force an overcharge.

Advanced Analysis: STPA vs. Classical Safety Analysis

Traditional methods like Failure Mode and Effects Analysis (FMEA) and Fault Tree Analysis (FTA) are
component-focused. However, modern systems often fail due to complex interactions rather than individual
component failures. System-Theoretic Process Analysis (STPA)is an emerging technique gaining traction in the
ISO 26262 community.

STPA views safety as a control problem. It identifies "Unsafe Control Actions" (UCA) and "Loss Scenarios." For
example, an Adaptive Cruise Control (ACC) system might fail not because a sensor broke, but because the
software logic incorrectly prioritized a stationary object over a moving one in a specific lighting condition. STPA is
particularly effective for SOTIF (Safety of the Intended Functionality - ISO 21448), which deals with hazards
without E/E malfunctions.

Implementing a Culture of Safety and Security

Compliance with ISO 26262 and ISO/SAE 21434 is not merely a technical checkbox; it requires an organizational
Safety Culture. This includes:

e Functional Safety Audits: Independent evaluations of the processes used during development.

e Safety Assessments: Deep dives into the technical evidence (Safety Case) to ensure goals are met.

e Continuous Monitoring: In cybersecurity, this involves monitoring for new vulnerabilities (CVES) post-
production and deploying Over-the-Air (OTA) updates to patch them.

The complexity of road vehicles will only increase with the advent of Level 4 and Level 5 autonomous driving. The
convergence of Functional Safety (ISO 26262) and Cybersecurity (ISO/SAE 21434)creates a robust framework
for managing this complexity. By rigorously applying HARA and TARA, adhering to the V-Model, and fostering a
culture of technical integrity, automotive manufacturers can navigate the risks of the digital age while ensuring the
highest standards of public safety.

Future engineering efforts must focus on the harmonization of these standards. The use of Digital Twinsfor safety
simulation, formal methods for software verification, and Al-driven threat detection are the next frontiers. As we
move forward, the synergy between being 'safe by design' and 'secure by design' will be the primary differentiator in
the competitive landscape of the automotive industry.
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