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In the contemporary landscape of automotive engineering, the transition toward Software-Defined Vehicles (SDV)
has placed unprecedented importance on the reliability and safety of the software stack. As electronic control units
(ECUs) become more complex, the middleware that facilitates communication between software components must
adhere to the highest safety standards. This technical analysis explores the significance of the AUTOSAR Runtime
Environment (RTE) from Vector, specifically focusing on its certification by exida to the ISO 26262 standard up to
ASIL D. This certification represents a critical milestone for automotive OEMs and Tier 1 suppliers, ensuring that
the "glue" holding the automotive software architecture together is robust enough for safety-critical applications.

Foundations of the AUTOSAR Runtime Environment (RTE)

The AUTOSAR (AUTomotive Open System Architecture) standard defines a layered software architecture that

decouples hardware-dependent layers from application-level software components (SWCs). At the heart of this
decoupling is the Runtime Environment (RTE). The RTE serves as the hardware-independent communication
interface for SWCs, acting as the instantiation of the Virtual Function Bus (VFB) for a specific ECU.

The RTE provides a uniform interface to the software components, regardless of whether the communication
partner is located on the same ECU (intra-ECU) or a different ECU (inter-ECU). By abstracting the underlying
communication mechanisms—such as the Basic Software (BSW) modules, Communication Stack (ComStack),
and Diagnostic Stack—the RTE allows developers to focus on the functional logic of the application. In safety-
critical systems, any failure in this middleware could lead to data corruption, timing violations, or loss of
communication, making its integrity paramount.

The Virtual Function Bus (VFB) vs.The RTE

While the VFB is a conceptual view used during the design phase to define how components interact across the
entire vehicle network, the RTE is the actual generated code that implements these interactions within a single
ECU. The transition from VFB to RTE involves mapping software components to specific tasks in an operating
system (OS) and defining the memory buffers for data exchange. This process is highly automated in the Vector
MICROSAR environment, ensuring that the generated code strictly follows the configurations defined in the ARXML
files.

ISO 26262 and the Path to ASIL D Certification

ISO 26262 is the international standard for functional safety of road vehicles. It addresses possible hazards caused
by the malfunctioning behavior of electronic and electrical systems. The standard classifies risk through
Automotive Safety Integrity Levels (ASIL), ranging from ASIL A (lowest) to ASIL D (highest).

Achieving ASIL D certification for a software module like the AUTOSAR RTE implies that the module has
undergone the most rigorous development processes, including exhaustive testing, formal verification, and strict
adherence to safety goals. When exida, an internationally recognized certification body, certifies Vector's RTE, it
validates that the software development lifecycle, the code quality, and the error-detection mechanisms meet the
stringent requirements of Part 6 (Software Level) of the ISO 26262 standard.



Critical Safety Requirements for RTE

¢ Freedom from Interference: Ensuring that low-criticality tasks do not interfere with high-criticality (ASIL D)
tasks, particularly regarding memory access and execution time.

« Data Integrity: Protecting data during transit between components, often using End-to-End (E2E) protection
profiles.

» Deterministic Execution: Ensuring that the RTE facilitates the execution of runnables in a predictable, time-
bounded manner.

¢ Fault Detection: The ability of the RTE to detect and handle illegal API calls or inconsistent state transitions.

Technical Analysis: Vector MICROSAR and Safe BSW

Vector's implementation of the AUTOSAR standard is known as MICROSAR. The certification of the RTE is a
component of a larger ecosystem known as SafeBSW. For a system to reach ASIL D compliance, not only must
the application code be safe, but the underlying middleware—the BSW and the RTE—must also be safety-certified.

Layered Architecture and Integration

The Vector RTE is generated based on the specific needs of the ECU project. This generation process uses
DaVinci Configurator Pro and DaVinci Developer. Because the RTE is generated code, the certification applies
to both the RTE Generatortool and the resulting source code templates. The following table summarizes the key
layers involved in a certified MICROSAR stack:



Layer Component Role in Functional Safety

Application SWCs (Software Components) Contains safety-critical algorithms
(e.g., braking logic).

RTE Vector AUTOSAR-RTE Certified to ASIL D; manages safe
data exchange.

Services Diagnostic Event Manager (DEM) Monitors and logs system faults
according to ISO 14229.

(O MICROSAR OS Provides memory protection and task
scheduling.
MCAL Microcontroller Abstraction Safe access to hardware peripherals.

Mechanisms of Communication within the Certified RTE

The RTE supports several communication patterns, each with specific implications for safety. The certification
ensures that these patterns are implemented without introducing systematic faults.

1. Sender-Receiver Communication

This is an asynchronous data-sharing pattern where a sender component provides information to one or more
receivers. In a safety context, the RTE must ensure that the data read by the receiver is the same as that sent by
the sender, even if the components are running in different partitions with different ASIL ratings. The RTE utilizes
Shared Memory or COM signals to facilitate this, often incorporating Exclusive Areas to prevent race conditions.

2. Client-Server Communication

This is a synchronous or asynchronous request-response pattern. The RTE manages the invocation of the server's
operation by the client. For ASIL D systems, the RTE must ensure that the server's return value is correctly
propagated back to the client and that any timeout in the communication is detected and reported to the Watchdog
Manager (WdgM) or Diagnostic Event Manager (DEM).

3. Inter-Partition Communication (I0C)

In modern multi-core microcontrollers, components are often placed in different OS Applications or partitions to
ensure Memory Partitioning. The RTE, in conjunction with the OS, uses the Inter-OS-Application
Communication (IOC)mechanism. The certified Vector RTE ensures that data crossing these boundaries does
not violate the memory protection unit (MPU) settings of the destination partition.

The Role of the Diagnostic Event Manager (DEM)

According to the provided technical data, the Diagnostic Event Manager (DEM) plays a pivotal role in the safety
and diagnostic architecture. The DEM is responsible for processing and storing diagnostic events (errors) and
associated data. The RTE facilitates the communication between the SWCs and the DEM. When a safety-critical
component detects an anomaly, it calls an RTE APl (mapped to the DEM), which then evaluates whether a
Diagnostic Trouble Code (DTC) should be stored or if a fail-safe state should be triggered.

The interaction between the RTE and DEM is optimized for performance and follows 1ISO 14229-1 (UDS)
standards. This ensures that even during a system fault, the communication path to the diagnostic services



remains open, allowing for post-mortem analysis of the failure.

Safety Certification Process by exida

The certification of Vector's RTE by exidainvolves a comprehensive audit of the software’s development lifecycle.
This includes several key engineering domains:

Requirements Traceability

Every line of code in the RTE must be traceable back to a functional requirement or a safety requirement. This bi-
directional traceability ensures that no undocumented features exist and that every safety goal is addressed by
specific implementation details.

Verification and Validation (V&V)
The RTE undergoes rigorous testing, including:
 Static Analysis: Checking the code for MISRA C compliance and potential vulnerabilities.
¢ Unit Testing: Testing individual functions within the RTE for all possible input values (boundary value analysis).
e Fault Injection Testing: Deliberately introducing errors (e.g., corrupting memory, simulating hardware failures)
to verify that the RTE detects the error and moves to a safe state.
Tool Qualification

Since the RTE is generated by the DaVinci suite, the tools themselves must be qualified. ISO 26262 requires that
software tools used in the development of safety-critical systems have a Tool Confidence Level (TCL)appropriate
for the ASIL of the target system. Vector provides Tool Qualification Kits to support OEMs in this process.

Practical Implementation: Integrating Certified RTE in E/E Architectures

Implementing a certified RTE requires a structured workflow to maintain the safety chain from design to
deployment. Below is a high-level technical procedure for integrating the Vector certified RTE into a safety-critical
ECU project:

Step 1: Configuration of Software Components

Engineers define the SWCs, their ports, and their interfaces in an architectural tool like DaVinci Developer. For
ASIL D components, it is mandatory to define the Port Interfaceattributes, such as data constraints and initial
values, to prevent invalid data propagation at the middleware level.

Step 2: Mapping to OS Tasks

The runnables of the SWCs must be mapped to OS tasks. This mapping determines the execution order and
priority. For ASIL D systems, the MICROSAR OSconfiguration must include timing protection to prevent a lower-
priority task from starving a higher-priority safety task.

Step 3: RTE Generation and Analysis

The RTE generator is invoked to produce the C source code and header files. A critical part of this step is analyzing
the RTE Generation Report, which highlights any inconsistencies between the component definitions and the OS
configuration. The generated code uses optimized APIs to minimize runtime overhead while maintaining safety
checks.

Step 4: Integration with SafeBSW
The generated RTE is compiled with the rest of the MICROSAR SafeBSWmodules. During the link-time, memory



sections for the RTE must be carefully placed in non-cacheable or protected memory regions as defined by the
microcontroller's safety manual.

Comparison of Safety Integrity Levels in Software Middleware

The choice between a standard RTE and a certified ASIL D RTE depends on the safety goals of the system. The
following table highlights the differences in development and operational rigor:



Feature Standard AUTOSAR RTE Certified ASIL D RTE (Vector)
Development Process Standard Quality Management (QM) ISO 26262 Part 6 Compliant Lifecycle

Fault Detection Minimal/Basic Checks Extensive; detects illegal APl usage &
data corruption

Tooling Standard Generation Tools Qualified Tools with Safety Manuals

Verification Functional Testing Formal Verification, MCDC Coverage,
Fault Injection

Documentation User Manuals Safety Case, Safety Manual, Release
Reports

Challenges and Solutions in Advanced RTE Development

Despite the benefits of a certified RTE, engineering teams often face technical challenges during implementation.
Below are common issues and their corresponding solutions:

Problem: Runtime Performance Overheads

Adding safety checks and ASIL-compliant code structures can increase CPU utilization and latency. Bolution:
Vector utilizes Optimized APIsthat use inline functions and direct memory access for intra-partition
communication, bypassing the heavy overhead of context switching where safe to do so.

Problem: Data Consistency in Multi-Core Environments

Concurrent access to data by different cores can lead to race conditions and inconsistent states.Bolution: The

RTE implements Atomic Access Mechanisms and Spinlocks(supported by the OS) to ensure that the read/write
operations of safety-critical data are never interrupted.

Problem: Compatibility with Legacy Non-AUTOSAR Code

Integrating certified AUTOSAR RTE with legacy software that does not follow the standard can be difficult.Bolution:
Use of Complex Device Drivers (CDDs). The RTE provides interfaces to CDDs, allowing legacy code to
communicate with the rest of the AUTOSAR stack in a controlled manner, though the safety of the legacy code
must be independently verified.

Mathematical Model for RTE Communication Latency

To ensure timing safety in an ASIL D system, the worst-case execution time (WCET) of RTE calls must be
calculated. The total latency for a Sender-Receiver communication can be modeled as:

L<sub>total</sub> =T<sub>write</sub> + T<sub>sync</sub> + T<sub>read</sub> + J<sub>jitter</sub>

Where:b

b
T<sub>write</sub>: Time taken by the sender SWC to call the Rte_Write API.D
T<sub>sync</sub>: Synchronization time (e.g., waiting for an Exclusive Area or Spinlock).b
T<sub>read</sub>: Time taken by the receiver SWC to call the Rte_Read APIL.D
J<sub>jitter</sub>: Latency variation caused by OS scheduling and interrupt interference.b



The certification by exida ensures that the T<sub>write</sub> and T<sub>read</sub> components are
deterministic and documented in the Vector safety manual, allowing engineers to calculate L<sub>total</sub>
accurately for safety-critical timing analysis.

The Strategic Impact on Automotive Manufacturers

The availability of an ASIL D certified RTE from Vector significantly reduces the development burden for automotive
OEMs. Rather than developing and certifying their own middleware—a process that can take years and cost millions
—manufacturers can leverage MICROSAR as a pre-certified platform. This allows them to focus resources on the
application layer, such as AD/ADAS (Autonomous Driving/Advanced Driver Assistance Systems) and X-by-
Wire technologies, where the primary competitive differentiation occurs.

Furthermore, the use of a certified RTE facilitates smoother audits by regulatory bodies. When an OEM presents
their safety case for a vehicle, having the core communication layer already certified by a body like exida provides a
solid foundation of trust. It ensures that the "Safety-at-the-Edge" is supported by a "Safety-at-the-Core" philosophy.

The certification of Vector's AUTOSAR RTE to ISO 26262 ASIL D is not merely a compliance checkmark; it is a
fundamental enabler for the next generation of safe, reliable, and complex automotive systems. By providing a
secure, deterministic, and high-performance communication interface, the certified RTE ensures that software-level
functional safety is maintained across the increasingly distributed and multi-core architectures of modern vehicles.
As automotive software continues to evolve, the role of certified middleware will remain a cornerstone of
engineering excellence and passenger safety.
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